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Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.

ANSWER ANY 5 OUT OF 8 QUESTIONS. EACH QUESTION CARRIES 14 MARKS.

Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6


	
	 
	
	BCLL
	CO(s)
	Marks

	1.
	a)
	Briefly explain the need of a security mechanism in this era.
	L5
	CO1
	[7M]

	
	b)
	Explain the concept of transposition cipher technique with an example.
	L2
	CO1
	[7M]

	
	
	
	
	
	

	2.
	a)
	Define asymmetric cryptography? Write the algorithm of RSA.
	L2
	CO2
	[7M]

	
	b)
	Explain CFB mode of stream ciphers with diagram of encryption and decryption process.
	L4
	CO2
	[7M]

	
	
	
	
	
	

	3.
	a)
	Explain HMAC algorithm and its Structure.
	L2
	CO3
	[7M]

	
	b)
	Explain PKIX architectural model and its management functions.
	L2
	CO3
	[7M]

	
	
	
	
	
	

	4.
	a)
	What are the different cryptographic algorithms used in S/MIME? Explain.
	L4
	CO4
	[7M]

	
	b)
	Explain all the payloads of ISAKMP.
	L2
	CO4
	[7M]

	
	
	
	
	
	

	5.
	a)
	Explain SSL protocol stack and all its parameters.
	L2
	CO5
	[7M]

	
	b)
	Illustrate with a neat diagram the common firewall configuration.
	L2
	CO5
	[7M]

	
	
	
	
	
	

	6.
	a)
	Explain statistical anomaly and Rule-based detection techniques.
	L2
	CO6
	[7M]

	
	b)
	Explain password selection strategies.
	L4
	CO6
	[7M]

	
	
	
	
	
	

	7.
	a)
	Define Encryption, Decryption, Cryptography and Cryptanalysis.
	L1
	CO1
	[5M]

	
	b)
	Explain RC4 algorithm.
	L2
	CO2
	[5M]

	
	c)
	Explain Knapsack algorithm.
	L2
	CO3
	[4M]

	
	
	
	
	
	

	8.
	a)
	Explain authentication header of IPSec.
	L2
	CO4
	[5M]

	
	b)
	Explain the concept of TLS.
	L2
	CO5
	[5M]

	
	c)
	How is payment authorization done in SET? Explain.
	L4
	CO6
	[4M]
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